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THONG BAO MOI CHAO GIA.

V/v: Thué dich vu Hosting, luu trit, chung chi s6 SSL va dich vu bdo vé gidm sdt an toan
céng nghé théng tin cho hé thong website vietnamairport.vn ctia Tong cong ty

Tong cong ty Cang hang khoéng Viét Nam - CTCP (ACV) td chic moi chao gia
rong rdi Hang muc mua sim: “Thué djch vu Hosting, lwu trit, chirng chi s6 SSL , va
dich vu bido v¢ gidm sit an toan cong nghé thong tin cho hé théng website
vietnamairport.vn ciia Tong cong ty”.

Dé€ nghi céc co quan, don vi quan tdm nghién clru va gui ho so chao gia theo cac
y€u cdu sau diy

1. YEU CAU VE HO SO CHAO GIA:
1.1  Yéu ciu d6i véi dich vu:

T6 chirc thué cadc may chu va dich vu theo cac tiéu chuan cu thé nhu sau:

a) Thué mdy chu (server cho web + co s& dit liéu) c6 cdu hinh ti thiéu:
+ Intel(R) Xeon(R) X5670 2.93GHz (6 cores), Cache 12MB, RAM 10 GB, HDD
160 GB
+ [P Public: 1
Bing thong (trong nudc/qudc té): 200Mbps/15Mbps
+ Luu lugng: Khong han ché

+

b) Thué may chu sao Iuu du phong, v6i cdu hinh tdi thiéu:
+ Intel(R) Xeon(R) X5670 2.93GHz (6 cores), Cache 12MB, RAM 10 GB, HDD
160 GB
+ IP Public: 1 o
+ Bang thong (trong nudc/qudc té): 200Mbps/15Mbps
+ Luu lugng: Khong han ché
¢) Cung cép dich vu tuong Itra (firewall) Hé diéu hanh, tuong Ira tmg dung, han ché
tan cong DdoS :
+ Chbng tin cong website co ban:
Path Traversal Attack
Filter Invalid character in request
Restrict HTTP header by policy
HTTP Response Splitting Attack




+

RCE: Unix Command Injection

RCE: Windows Command Injection
PHP Injection Attack

NoScript XSS InjectionChecker
Node-Validator Blacklist Keywords
Detects concatenated basic SQL injection and SQLLFT attempts
e  OS File Access Attempt

e  SQL Injection Attack via libinjection

e  Concatenated SQL injection, SQLLFI
e  Multipart request body strict validation
e XSS Filter: Script Tag Vector

e XSS Filter: Event Handler Vector

e XSS Filter: Javascript URI Vector

e  HTTP Response Splitting Attack

Han ché tén cong DOS:
e  DOSHashTableSize
DOSPageCount
DOSSiteCount
DOSPagelnterval
DOSSitelnterval
DOSBIlockingPeriod
Gi6i han sé lugng truy cap theo IP
Gidi han sé luong goi tin theo thoi gian

d) Dich vu hé trg k¥ thudt nguoi ding d4u cubi (End-user) (ché do6 24/7)

+ 4+ ++

H3 tro kiém tra IP cim truy cép

Hb trg kiém tra dinh dang tin bai bi can loc bdi chinh sach an toan thong tin
HBO tro kiém tra 16i website

HBb tro kiém tra nhat ky ctia hé théng

H3 tro kiém tra tinh trang may chu

H6 trg x4c minh tan coéng hé thong

HB3 tro kiém tra sao luu du phong va phuc hoi hé thdng

Sau khi nh4n yéu cu, phan hdi trong vong 30 phut, dua ra giai phap khic phuc
trong vong 02 gid dbng ho

e) Dich vu déng ky ching thu s SSL

+
+
+
+

Chitng thu s6 cho vietnamairport.vn va cac cang hang khong truc thuoe
Chung thu so cho hé théng website hoa don dién tir

Chung thu s6 wildcard cho hé thong acv.vietnamairport.vn

Hién thi thanh dia chi mau xanh

f) Yéu chu vé gia dich vu



+

1.2

1.3

1.4
1.5

1.6

Don vi cung cap dich vu cam két cung cép dich vy, khong tang gia trong thoi
gian t6i thiéu 03 nam néu khong phat sinh gia ting vé cau hinh va chirc nang.

Yéu cau chao gia: nha cung cap néu chao gi tron goi bang dong Viét Nam,
bao gom toan bd chi phi, thue phi va c¢b dinh trong su6t thoi gian thyc hién
hop dong. P& nghi nha cung cap chao gia chi tiét theo ting hang muc dich vy

Thoi gian cung cap dich vu: 12 thang ké tir ngay 2 bén thuc hién ky hop
dong va c6 thé ky gia hop dong.

Pia diém thuc hién: Téng cong ty Cang hang khong Viét Nam — CTCP.

Phuong thirc thanh toan: Chuyén khoang bing VND. Tam tng t6i da 50%
gia tri hgp dong, s6 tién con lai dugc thanh ton sau khi hoan thanh dich vu.

Hiéu lye ho so chao gia: 30 ngay.

2. THOT HAN, PIA PIEM GUT HO SO CHAO GIA.

Thoi han giri hd so chao gia: Trudce 15 gio 00, ngay 16/12/2019.

Phuong thire giri hd so chao gia: gui truc tiép tai dia diém ctua Tong cong ty
Céng hang khong Viét Nam — CTCP (ACV) hodc gui qua dudng buu dién theo
dia chi nhén (thoi gian nhan tinh theo ddu buu dién).

Dia diém nhén hd so chao gia: Toa nha Van phong Téng cong ty Cang hang
khong Viét Nam — CTCP; Dia chi: s 58 Truong Son, Phuong 02, Quén Tén
Binh, Tp. Ho Chi Minh; Ban K§ thuat cong nghé moéi truong - Lau 6

3. THONG TIN LIEN HE.

TONG CONG TY CANG HANG KHONG VIET NAM - CTCP.
Ban Ky thuét cong nghé moéi truong.

Ngudi lién hé: Nguyén Nam Anh — Chuyén vién CNTT.

Dién thoai: 0868332239.

4. YEU CAU POI VOI NHA CUNG CAP.

Noi nhén:

- Vian phong ACV (dé dang thong tin);
- Tbng giam dbc (dé b/c)
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Co6 ddng ky doanh nghiép/ dang ky hoat dong hop phép.

C6 ning luc dap ng theo cic quy dinh hién hanh cia Nha nudc (bao gf‘)m cac
nang luc vé ky thuat an ninh an toan cong nghé thong tin).

Khéng dang tranh chép, khiéu kién, xung dot quyén loi véi Tdng cong ty Cang
hang khong Viét Nam — CTCP.
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